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Chief, Security Jtaff, Qffice of Logistics

¥

Securit}? Requiremeats ?or Classified Contractéfs

7
3. This is in reply to your nemorandw: of 17 June 1956 4

recunsting Security guldance coucemling the requirenants for
storage of classified material i1 the custody ani possesgion :
of ihe Aponcy's classified contractors, CIA Regulation L5-H50
on "Classificd Contract Security" sets forth ine genoral prin-
giples for tre protection from unsutiorized disclosure of
matbers relating to classified coutract procurement of supolles
and services., <uch regulation provides for prioe seourity
clearn.ce of conlractor perscancl who will be or :ny becone
cognizant of the classified mspects of the contractural re-
iationsnipy for the obiaining of secrecy agreaments orier to
the <isclosure of classified infornation; for the detormina-
tion, through inspaction of faeilitics, thal Lhe contractor
nas or will establish adeguote paysicel security Bafepuardd

Por the protection of elassified informabiony for security
uriefings of contractor persomely sad for inclusise i the
contract of PSceurily Nequicemeats For Contractors,” it is
itne combinaticn of these varicus neasures which vrotect the
classified iwformation aud materisl which rast be given 1o

and left with the contractor, and the safe or other repository
in which classified rmaterial is stored is only one of the
features of secwrity protection. - ’ o

¢, The "Contractor's Seeurity Agreenont,” which is a

“forn of seorecy agreemant, end the rSecurity lequirenents Por
Contractors,® ave mlmsographel foras prepared by your office
- sad revised fron time Lo tine with the epproval or concurrenct
. of the Office of Socurity, The cuwrrant *Contractor's -ecerily

Agroement,® wilch should ba executed before sny clasaificd
inforaation is divulged £ the sontracter, provies that the
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~gontractor Yis responsitle Tor sal nguarding clasaified mattar
 ewein accordance with instructions Duinished or fo be furnished

by tho Sontracting Officor," ant that “the Contractor will
comly witic tSecurity Requirements for Contractors'! if he in-
tmdﬂ to enyage L‘w clmaﬂfimd buainum with ﬂm Ag;mcy. ’

3, The currmt v mcurity ueqwire,mta Eor Lo tractox'e"‘
nas the statement that the contrscter "will provide such pro-
tootdvo messures a8 ave considered appropriate by the Cone
traoting Offiecer," and lists certsin requirenent s Peonsidered
to be tho mintmum to afford adequate protection.” ‘ucn mindium
requimnenta inelude aocesa to the facility, guards, etc,,
and states "Clewssified documents, wstaerial or equipuanipes
mugt bo stored in veults, safes or cabincts whilch are locked
with 2=woy combination locks or ajproved equivelent. OGuards

or other acceptable protective moaswres shall be proviied for b

classified 1tewn which are reguired to be so stored but which
are too large to he contained in safes or vaulte...If arproved’
storage Tacilitice described above arc not reacily nvailable
or if it is inpracticable to procure thom, tne Contrasting
Officer should be notified Liuediately &n order that upecific
attantion »ay be glven %o the proble*n.

L. ©n 30 Zecember 1954 your office wb.zintud for sacurit‘;

veview a proposed revision of the Miccurity Lequirewrnts For

Contractors,” snd on 9 February 1955 we replied ge,ivim anmusﬁwus
and re0o:; .xmdatlo..w. fugh profacsed revision wouls have e
panded the current for into glving consldeoreble Jelail on each
sepnraie aspect of coutractor ssoartty, The penvral resommsne
dation in our reply was that, inetendi of such treatnm‘c, you
retala the paneral tmdnﬁalau of the current form, -nl irple-
nent it by syecific instructions to apply o particuler ceses,
We aid c,c"zmmt, howaver, on cach deteiled elate snl L4 the pro-
posed revisio, end supgasted Ghat our co meats r:.ig_:m, Le used
by your o'Tice as gecurity stondards. %we acdvised tiwt the pro-
posod scction on “Stomr~e“ &r.mﬂ.u\ vead 83 followss o

*a, The contral_tar uill rot be el:.g;iulx for the
- receint of classificd Lrforaation in connection with proe
~contract neg otm”:..ims, Shblﬁi-aﬁlms o.f bi g, wtc., or for
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the awarl of a contract ani the pdbfomazzce th_ers,-.undmx;
witil he has adequate storage fzcilities, Tisted below
are the minimum ttorage requiremmts: ‘ -

1

T

»{1) 7T0P SICHEF. Top Secret inforwation while '
not in use will be storeds o o . -

#{a) In a concrete or uasonry veult which T i
he@ bsen approved by & ccurity representstlve T
of this organiszation and which i@ protected by
& central station sutonatic electric alarn
- systen, which L activated would be rogpouded
. to by tho local police or arxed guards in rot
more than ten (10 ) minutes, ors ‘

"{b) In a sscurity approved recedlng door o ﬁk

~%ype sale cabinet cvquipped with e canipulation

- resistent covbination lock, provided thats =
" B({1)Y The erea or sefe iv protected B
ty & central station antoratic electrlic
alarn systen whioch 4f activated con Le
rosponded to iu not wore than te: (10)
mimutos anl 1o covered by regulsr a-«eed
guard patrols st leest once cech Lour, ofi

g

\f‘ N

~ 7 8{(2)) the safe 18 under the costant

" and continuous protection of a: srmed gpusrd

who i8 required to make at least hourly
contact by telephone or raiio with a cantral
headquarters, o :

: ~ %{(2) SIGREY and COWFITITIAL. Secret end C ed
- Cenfidential informetion while not in uee will be ‘

atoreds | o
. %(a) e in (1) ebove, ors

: u(b) In o seourity azproved fire resistant k
four (L) drawer type file cabinet equipped with
a manipﬁlation rosistant comblastion lock, ifs

o “‘((1)) The arca or safe ia'prét«froted
by an eleotric olarn aystem wiich if

FEg
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. sctivated cmn bo responded to in ‘ot rore
~ than ten {(10) misutes ty o srmed guard or : x
local pollice, ori T N |

1

[

#((2)) The imodiste area or safe is
under the conotant and continuous protection
of oo ammed guerd who 18 rouired to re= |

port hourly to a centrel station, ori R -
L ({3)) The cmiractor has repulsrly | - |F
orgenised and {reined armed guard groun . -

froam which a guard patrols the area or Bafe
gt least once an hour end a rocord of each
- patrel ie maintained by Detex watoh cloeck !

_ systom or other mechanical device for pro- | I
viding supervision of puch patrols, ' |

7

vb, Bulk iaterisls Vvhen it 18 irprectical to stors T F"‘E'
elassified material bLeceuse of its neture or sire in ac-
sordance with the provisions of paragraphs (1) or (2)
gbove, the contractor ehall pafopuard such materisl by proe
viding & socurd storago arsa a8 diroected by tihe vontracting
officor, ' R R

u{1) ‘upervision of storape eontninors, Defes
and vaults in which claseified informastion is storad ]
shell be kapt locked whan ot wmader tho direct vu- -

- pervicion of on authorized persnn officially entrusted I-
with tho eosbination or the sontmis, Only & minkeun I
aumber of auvthorized persons should possess the con-
binations, A R

~ "g. The contracting Qi‘i‘icer‘ reserves the right to
require euditionel measures vhen considered necessmry in
“support of a given elaseified project

€. The foregoing still constitutes a standard you could
foliow in determining whether or not tha facilitico of a con~
tractor are ajequatc to give necossary physical socurity pro-
tection Tor the storage of classified materisl. There is cns
change since the preparation of such previous nemorsndw:, and
this would concern at preseant oaly YOP SWORIT materinl, wialch
we wderstand 18 involved in only a very linited nunocr of
contract cases, More recent devolopnanto in safe cabinet con-
atriction, and lnowledge of almllar developments in motnods of
/ . T A : e

7
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7. In grenting approvel for the uee of any type o’ safe
£i1inp cabinet which does not meet the standards of the Lesat
available equipment, wo would not be mpelaxing reqmirensuts,”
as vou agk us to consider. Rather, any such arproval would te
tased vpon the total of security mescures aveilable to give the
required degree of protection. Pasically, a safe should be so
heavy, or so affixed to building construction features, thst
1t cannot readily he removed ty unauthorized perscnsj 1t should
ta so tullt end so equipped with locking devices ae to provide
the btest aveilable meane of protecting it Bga’nst unauvthoriced
openinp; it should be pleced in such & location, and have such

additionsl protection by guerd services and/or alarm devices,

ag will permit the thwarting of eny sttermpt to gain unauthorised
access to its contents. S

8. WNo other type of reply ie pos: ible as to what is the
tinlmn requirement for cafes." The reguiremsnt alwaye sust
deperd upon the particular clremstances angl the other securlty
moagures which are provided or are aveilablo. As %o your further
suggestion on the working out of a numerical equivalsnt system
aimtler to those which AEC woes on some aspscts of security, we
would be pleased to veview and constider &ny such systen you
night develop. In peneral, we arrive st our results by & some-
what comparable eyatem of econsidering the total of @il the se-
curity features and matching them against the degree of eegurity
required in each particular case. We have not beew alle %0
systematize thie into sny nathematical formula because of the
extrenes of variation in the oircumstances under which our ce-
curity problese arise. Piffering from ue, AFC hag relotively
gtandard probvless, with relatively fow types of fecilitios and
contractors to consider. Ue refer to the AFC formilas when &pe-
propriate, tut seldom have been able to epply or adapt them to
our field of work. ‘ : i

9. You request that we consider the fact that reguiring
centractors Lo have equipment differing from the Department of
Defense standards is inconsistent with ocur “agenc; storile®
concept. We have considered this, an’ do not Lelleve it is
fnconsistent with either requirements or proper practices. There
are various aspects to this matter, and the first 1s t'at, pre-
goinding from operationsl requiremeuts, ihe lepal regnireent
{in the taslc act which created the Agency) mekes us responsible

.Lor proteotinp‘ﬂgthods from unauthoriwed disclovure, and this is

ap sdded red¥i: wment over and bayond the requirements for the

D
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which nornslly is all that the Department of Defenre hixs to mect,
The suvcond aspect 1g that 10 cur procurement is to look exactly
like that of Department of Defense, then Interdepsrtmental Pro-
curament should te utilieed rather than classiiied procurercat,
#lsu, LT the contractor is required to adhere to pruper security
measures and practices, sterility still sho:ld Le achleved
whether the safe in which the decurwnts are kept is sinllar to or
differs fron those with pepers of other geverruwnt departezente.
Further, while most frequently it is dosirable from a security
standpoint to have the uecessary security measures ss uncbtru-
_glvo ag poseille, the nocnssary degree o security cannot be
sacrificed on the srgument that the applicetion ¢f ‘he usasures
makes a;paront thet thers i ecomething belng protected.

10. The sccond specific question in your memorandum ie
ag t¢ whather or not sale or other szcurity requirements are to
be Yextanded" to prospeotive bvlddare on Agency clacsitied cone
tracts. The anewvar to this question i8 definite. Ko classified
documents or meterial can be sent to any firm or to aryone else
unless and untll it hee been determined thot the person or fimm
either hau or will establish adequate phyeicsl securit saie-
puards for the protection of the classeified material. Ixecutive
Order No. 10501 provides that “possesslon or use of clacsified
defensge information or matorial shall be limited to iocations
where factlities for securs storage or protection thereo! ere
available b, weane of which unauthoriged persons are Lrevented
from gaining access thereto." Apency egulstion L5-550 provides
for the prior securlty clesrance, exocution of sccrecy agree-
ments, securlty iriefings, end deterzination of adeguate physical
security safegusrde for the protectioun of claseified materinl,
and thiz applies to prospective contracture us well us to actual
contractore, , - ‘

11. The statements in Paragraph & of your memorsndum ere
disturbing, s raise queostions as to tie possibilit; cof ine
eecure practices which, Lf they actually exist, should be die-
contimed immodiately. If claseified documenmtis or rmaterisl ave
telng sent to prospsctive bidders without a proper deternimation
by yenr offico ‘hat the firm or prreon has adequate physicnrl se-
curity facilities for their protecticn, this is a prectice w ich
hag not previously teen hrought to the attention o thic offics.
Your suggeated solutlon that thay Yeertify they have safe keeping
equiprent ursting our standards® would not be adegquate, but rather
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your office eho.ld knmow what the equipment and other security
neagures are and make your own determination. The poesible sx-
cuse of "urgency" {8 not underetood; the contractor perconnel
have to Le security cleared before glven any classified inform-
ation, and the normal poriod of time required far this should
give gufficicnt opportumity for the sccurity inspection of
facllitiea. A firm or person lacklng adequate facilities for

the necespary securlty protection of classifled msterial, is :,/‘M

not eligible to receive claszifled ocntracte of this hyonoy.

12. The Bvggestion thet Department of Defense standards
be accepted as to prospective tidders, and that only if they
become actuel contractore they be required to comply with our
gecurity standarde, ig not to be followed. No cleszified
data can be given anyone, elther prospective Lidder or contreacior,

“unless and until he or it mvets our securlty standards. It is

our undereta ding thot in the greater portion o classifiod cone
tracts the only matter wnich is classified is the Agency interest
in or connection with the articles or services bvelnz procured
under the contract. 1If tlhet sssociation is divulged to unauthe-
origed persons, or is not lven reguired security protection,

at tho outsmet, then the security compromiso hae already occurrﬂd
anvi the loter security protection of the detalls of the working
of the contract doeg not remedy the compromive. Security pro-
tect’on of 011 negotimtions leading to & econtract is of gs grest
importance as that of the working under the contract.

13. Ve supgset that you meéke further ingquiry iato the
practice of dealing with prospective tidders, su¢ therea‘ter
take up tho matter in detail with this office. With our preseat
limited knoidedge of the situetion, we 4o not see any insur-
mountable security probtlems but, rether, are inclined to be-
1lleve that the spplication of proper sscurity practices can
gorrect any present insecure procedures.

. Your third apeoific question is ae to what policy should

be followed when either & prospsctive or actual contrsctor re-
fuese to neet our security regirements. The ansuer to this
eppears obvicus « a prospective contractor 1s ipeligible to re-
ceive the award of a contract, and 8 pressnt contractor has
viclated hiw contract with the Agency, which always wuet inciude
our eecurity requirements. The reuwody similarly ie obvious, in
thet the pwuspective contractor cannot be given sy clsaairied
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matarisl, snd e present cuntraotor nhou;§ Lvle Em: contraot
terminuted and #1l clesciflieddita taken back from him. rut we
do not belleve that thie situation can arise as to present coun-
tractors, for there ghould have Leen no clegsified contract

swarded, nor any classified data delivered, unlese and until their
facilities met our security requiremsnta.

15. What type of safe would be acceptable as meeting security
requirewents, as we have tried to explain in the first part of
this wemorandun, depends upon the particular circumstances and
upon the other security features and moasures which tho contractor
may have, or woud be ragquired to obtaln or adopt. In general,
the type of safe filing cabtinet req ired almost elwaye would be
plmilar to the onee used generally in the Apency. ut many
nontroctors, or firms whioh are prospactive contractors, would
have regular office safes or vaulte for the protection of their
ownmoney, documents, and materials, or cculd have accees o sono
cother form of secure repository snd, upon review o. tho entire
situation, these might meet cur security requirements, or covld
be adapted to neet them. I1f the safe or othor storage repository
ie not up to cur standards, there may be further protection

measures which could cauge 8 determination that ¢ wwets aecur* t;
requireuzmts . :
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